HUcnpaBak TLS npobuema y nperJjiegaunma

Mozilla Firefox

Google Chrome

Microsoft Internet Explorer u Legacy Edge

Edge

Opera

Mozilla Firefox
1. CraproBaru Firefox

2. Axo ce nojaBu mopyka Secure Connection failed knmukaure ma Enable TLS 1.0 and
1.1 (cnuka 1)

o Sl A Problem loading page P +
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G) Secure Connection Failed

An error occurred during a connection to hypatia.matf.bg.acrs:10022. Peer using unsupported version of security
protocol.

Error code: SSL_ERROR_UNSUPPORTED_VERSION

® The page you are trying to view cannot be shown because the authenticity of the received data could not be
verified.

® Please contact the website owners to inform them of this problem.
Learn more...

This website might not support the TLS 1.2 protocol, which is the minimum version supported by Firefox. Enabling TLS
1.0 and TLS 1.1 might allow this connection to succeed.

TLS 1.0 and TLS 1.1 will be permanently disabled in a future release.

$ Enable TLS 1.0 and 1.1

ciauka 1

3. YKOJMKO ce HE M0jaBU IyrMe Ha KOje MOXKETe Jia KIIMKHETEe, a CTPaHMIla Ce HE YUUTa, Y
address bar-y ykynaru about:config (ciuka 2), a 3aTuM noTBpIuTH KimkoM Ha Accept
the risk and continue
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Proceed with Caution

Changing advanced A impact Firefox security.

/| Warn me when | attempt

cess these preferences

cluKa 2
4. Y noJspy 3a nmpeTpary ykyuatu security.tls (cnuka 3, xopak 1.)

5. KnmkHyTH Ha MKOHUILY J€CHO OJ] TekcTa Security.tls.version.enable-deprecated na
ou ce BpeaHoct nocraswia Ha TRUE (cnuka 3, kopak 2.)
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security.tis.enable_Ortt_data true 2

security.tis.enable_delegated_credentials false 2

security.tis enable_post_handshake_auth false ]

security.tis.hello_downgrade_check true 2
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ciuka 3

Google Chrome
1. Craprosaru Google Chrome
2. Axo ce nojaBu mopyka Your connection is not fully secure knukom Ha xyrme

Advanced (ciuka 4) nojaBibyje ce auHK Proceed to...... (cauka 5) Ha Koju TpeOa
KJIMKHYTH.
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& 5 C A Notsecure | hypatia.matf.bg.acrs:10003/Studlnfo/scripts/Kadrovi/prijavijivanjeFormular

®

Your connection is not fully secure

This site uses an outdated security configuration, which may expose your information (for
example, passwords, messages, or credit cards) when it is sent to this site.

INET:ERR_SSL_OBSOLETE_VERSION

(o |

ciauka 4

£ Univerzitet u Beogrady, Matema X @ Privacy error x 4+

& 5 C A Notsecure | hypatia.matf.bg.acrs:10003/Studlnfo/scripts/Kadrovi/prijavijivanjeFormular

®

Your connection is not fully secure

This site uses an outdated security configuration, which may expose your information (for
example, passwords, messages, or credit cards) when it is sent to this site.

INET:ERR_SSL_OBSOLETE_VERSION

The connection used to load this site used TLS 1.0 or TLS 1.1, which are deprecated and
will be disabled in the future. Once disabled, users will be prevented from loading this site.
The server should enable TLS 1.2 or later.

$ Proceed to hypatia.matf.bg.ac.rs (unsafe)

CIIUKa 5

. YKOJIMKO Ce He T0JaBu JyTrMe Ha KOJ€ MOXKETE /1a KJIMKHETE, a CTPaHUIIA CE HE YUUTa, Y
address bar-y ykynatu chrome://flags (ciuka 6, kopaxk 1.)

. Y noJpy 3a nperpary ykymaru tls (ciuka 6, kopak 2.)

5. Ckponoatu 10 Enforce deprecation of legacy TLS versions u y nanajyhem Mmenujy

kinukHyTH Ha Disable (cimuka 6, kopak 3.)

. 3a motBpay kaukHyTH Ha Relaunch (ciuka 6, kopak 4.)
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QE 2. [x) Reset all

1119 UPUUIT SHELITS 1LY 1.0 LAy Dela, GIUwing UL 1 1SYUTte WU DS STHL Uuig uie
handshake when resuming a connection to a compatible TLS 1.3 server. - Mac, Windows, Default v
Linux, Chrome OS, Android

#enable-tls13-early-data

TLS Post-Quantum Confidentiality
This option enables a post-quantum (i.e. resistent to quantum computers) key exchange

algorithm in TLS (CECPQ2). — Mac, Windows, Linux, Chrome OS, Android Credrt X
#post-quantum-cecpq2
Show security warnings for sites using legacy TLS versions
Show security warnings for sites that use legacy TLS versions (TLS 1.0 and TLS 1.1), which Default -
are deprecated and will be removed in the future. — Mac, Windows, Linux, Chrome 0S
#show-legacy-tls-warnings

I Enforce deprecation of legacy TLS versions !

tes that use legacy TLS versions (TLS 1.0 and

TLS 1.1), which are deprecated and will be removed in the future. — Mac, Windows, Linux, Default v
Chrome 0S, Android Dafault 3.
#legacy-tls-enforced Enabled

e
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Your changes will take effect the next time you relaunch Google Chrome. 4. m

ciauka 6

Microsoft Internet Explorer u Legacy Edge
1. CraproBaru Internet Explorer nam Legacy Edge

2. Axo ce U Internet Explorer-u mojaBu nopyka Can’t connect securely to this page
kiukoM Ha Change Settings (ciuka 7) oTBapa ce mpo3op ca ciauke 10

)7 hitps://hypatia.matf.bg.ac.rs:10022/Studinfo/ scripts/nastavnici/prijavfivanjeFarmular ~ C||sea
| Universitet u Beograds, Mate.. | *7 Can't connect securelytot.. % ||

Can't connect securely to this page

This might be because the site uses outdated or unsafe TLS security settings. If this keeps happening, try
contacting the website's owner.

Your TLS security settings aren't set to the defaults, which could also be causing this error.
Try this:

« Go back to the last page

ET A e—

ciauka 7



Axo ce y Legacy Edge-y nojaBu mopyka Can’t reach this page (cnuka 8), npehure
Ha cieaehu Kopak

& 3 Univemte'luneogradu,Ma\j B3 Can'treachthispage X l{-, B 1 :I_
& > 0O o @ | httpsy//hypatia.matf.bg.ac.rs:10022/StudlInfo/scripts/nastavnici/prijavijivanjeFormular

O Hmmm...can't reach this page

o Try this

+ Make sure you've got the right web
address: https://hypatia.matf.bg.ac.rs:10022

« Search for
“https://hypatia.matf.bg.ac.rs:10022" on
Bing

+ Refresh the page

Details
 Report this issue

Privacy statement

CIIMKa &

3. YKOJIMKO ce HE M0jaBH IyrMe Ha KOje MOKETE Jla KIIMKHETE, a CTPaHUIIA CE HE YUUTAa,
notpebHo je mokpenytu Internet Options. VY nosby 3a npetpare ykymaru Internet
Options (cnuka 9, kopak 1.). [TojaBibyje ce u Ipe Kpaja Kylamba HKOHHUIIA Ha KOjy
Tpeba KIMKHYTH (ciuka 9, kopak 2.)

L
pafte All Apps Documents Web More ¥
Best match
@ Internet Options
“=1 Control panel —
Search the web ) P
Internet Options
A internet opti - See web results > Control panel
= Open

Page 2 ¢

£ internet opti 1.

ciauka 9



4. Ha Advanced tab-y y HOBOM OTBOPEHOM MPO30py CKPOJTYjeMO JI0JIe J0 Aeiia
Security kareropuje, rae pyuno dyekupamo ommuje Use TLS 1.1 u Use TLS 1.2
(cmuka 10)

ol ety v | o comecons g3
Settings

Enable Integrated Windows Authentication™®

Enable native XMLHTTP support

Enable SmartScreen Filter

[T] Enable strict P3P Validation*

Send Do Not Track requests to sites you visit in Internet E

[] usessL2.0

Use TLS 1.0
Use TLS 1.1
ham-. .
Warn about certificate address mismatch™®
[T] warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n
v

< >
*Takes effect after you've restarted your computer

Restore advanced settings |

Reset Internet Explorer settings
Resets Internet Explorer's settings to their default Resets i
condition. ]

You should only use this if your browser is in an unusable state.

cnuka 10
5. Knukowm nHa gyrme OK motBphyjemo u3mene u 3aTBapamo mpo3op

6. Ha kpajy je moTpeOHO joir 3aTBOPUTH Mperienad u pecraprosatu Internet Explorer
WJIM PECTapTOBATU CTPAHUILY

Microsoft Edge
1. CraproBaru Edge

2. Axo ce mojaBu nopyka Your connection isn’t secure kiukom Ha gyrme Advanced
(cmuka 11) mojaBsbyje ce munk Proceed to...... (cnuka 12) Ha koju TpeOa KIUKHYTH.
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O A Notsecure | htps;//hypatia.matf.bg.ac.rs:10022/Studinfo/scripts/nastavnici/prijavljivanjeFormular * | 3= S

®

Your connection isn't secure

This site uses an outdated security configuration that might expose your personal information

when it's sent to this site (for example, passwords, messages, or credit cards).

NET::ERR_SSL_OBSOLETE_VERSION

H L Type here to search

ciuka 11

 Univerzitet u Beogradu, Mateme X | [ Privacy error x |+ = X
O A Not secure | https;/hypatia.matf.bg.ac.rs:10022/StudInfo/scripts/nastavnici/prijavljivanjeFormular * * S

®

Your connection isn't secure

This site uses an outdated security configuration that might expose your personal information

when it's sent to this site (for example, passwords, messages, or credit cards).

NET::ERR_SSL_OBSOLETE_VERSION

The connection used to load this site is TLS 1.0 or TLS 1.1, which are outdated and will be
turned off in the future. When these are turned off, you won't be able to load the site. The
server should use TLS 1.2 or later.

$ Continue to hypatia.matf.bg.ac.rs (unsafe)
H L Type here to search

ciuka 12

. YKOJIMKO C€ HE 0JaBu JyTMe Ha KOJ€ MOXKETE /1a KJIMKHETE, a CTPAHUIIA CE HE YUHTa, Yy
address bar-y ykynartu edge://flags (cnmuka 13, kopak 1.)

. Y noJpy 3a nperpary ykymaru tls (ciuka 13, kopak 2.)

Ckponosaru 1o Enforce deprecation of legacy TLS versions u y drop-down menujy
kukHyTH Ha Disable (cmuka 13, kopak 3.)

3a moTBpay kiaukHyTH Ha Relaunch (ciuka 13, kopak 4.)
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g 2. Q Reset all

Experiments 84.0.522.63

Available Unavailable

TLS Post-Quantum Confidentiality

This option enables a post-quantum (i.e. resistent to quantum computers) key exchange

algorithm in TLS (CECPQ2). — Mac, Windows Default v

Show security warnings for sites using legacy TLS versions
Show security warnings for sites that use legacy TLS versions (TLS 1.0 and TLS 1.1), which

Default
are deprecated and will be removed in the future. — Mac, Windows

#show-legacy-tls-warnings

I ® Enforce deprecation of legacy TLS versions l

g that use legacy TLS versions (TLS 1.0 an Disabled =
TLS 1.1), which are deprecated and will be removed in the future. — Mac, Windows
#legacy-tls-enforced Default 3.

Enabled
Disabled

Your changes will take effect after you restart Microsoft Edge. 4, m
e . 10:51 AM
H L Type here to search i
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ciuka 13

Opera

TpenytHa Bep3uja jom yBek He npaBu mpodiem (Version:70.0.3728.133). Huje
npeaBul)eHo MoeIIaBamke.



